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9.0 INTRODUCTION

While communication is defined as the process whereby information is exchanged
between individuals/organisations, this is achieved through a commonly agreed system
of symbols, signs, or behaviour. Online communication is the process of communication
over a computer network, and in today’s context, it is understood as communication
over the Internet.

Similarly, while collaboration is when two or more people work together to create
or achieve the same objective, online collaboration refers to working over the Internet
using various tools and platforms. It is assumed that any collaboration requires
communication, so the terms communication and collaboration are being used together.

With digital technology and its advancements, online communication and collaborations
have become increasingly significant, transforming how individuals, organisations,
businesses, and societies interact. These digital technologies foster faster and real-
time connectivity, increase efficiency and enhance innovation. They do so in the
following ways:

Global Connectivity and Knowledge Sharing: Online communications allow individuals,
organisations, and businesses to connect globally, transcending geographical
boundaries and time zones. This leads to a more interconnected world and fosters
collaborations among people with diverse cultures, backgrounds, and perspectives,
leading to knowledge sharing across diverse fields.

Efficiency and Speed Leading to Cost Savings and Enhanced Productivity: Digital
communication tools allow real-time communication. This facilitates quicker responses,
helps with faster decision-making and project completion, and increases efficiency



in various aspects of personal and professional life. Online communication and
collaborations also save costs by reducing physical presence and associated costs.

Flexibility and Remote Work: Digital tools have ushered in remote and flexible
schedules, allowing for better work-life balance, and opening a larger talent pool,
enhancing creativity. Online collaboration tools enable teams to share ideas and iterate
in real time, leading to innovation.

Networking and Relationship Building: Online communication using social media
and peer-to-peer messaging apps enables individuals and businesses to maintain
relationships with peers, clients, partners, and the public, leading to new opportunities
for collaboration.

Besides the above, digital technologies in online communication and collaboration
generate vast amounts of data, which help gain insights into user behaviour, preferences,
and trends. This assists businesses in making informed decisions and helping them
cater to audience/customer needs.

This Unit will explore how online communication evolved and the various tools and
platforms used in online collaborations. We will then examine social media’s role in
online communications and collaborations. With benefits come challenges, and we
shall explore the benefits and challenges of online communication and collaboration
along with the ethics of online communication. We will end the Unit with a few case
studies demonstrating online communication and collaboration.

9.1 LEARNING OUTCOMES

After completing this Unit, you should be able to:

e Define and explain online communication and online collaboration;

e Understand how digital technologies have changed communication and
collaboration for individuals, organisations, and businesses;

e Discuss about the various tools and platforms for online communication
and collaborations;

e Explain how social media has changed online communications and
collaborations; and

e Enumerate the online communication and collaboration’s benefits,
challenges, and ethical considerations.

9.2 EVOLUTION OF ONLINE COMMUNICATION

Online communication can be traced back to developments in computer and
communication network technology and advances in communications technology.

The first transatlantic telegraph cable was laid in 1858. The telegraph was the start
of electronic communication. The first commercial communications satellite was Telstar
1, which the USA launched in July 1962.

The ARPANET, launched in 1966 by the US Department of Defence, laid the
foundation for the Internet. In 1971, Ray Tomlinson sent the first email, heralding
electronic messaging and starting online communication.
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The 1980s saw the start of BBS or the Bulletin Board System. A computer server
running software allows users to connect to the system using a terminal program.
Usenet was a global discussion system organised into newsgroups. It allowed users
to post and read messages on various topics.

World Wide Web (WWW) became publicly accessible in 1990, leading to expansion
in online communication. The introduction of web browsers led by Mosaic
(subsequently named Netscape) led to the popularity of the Web. Meanwhile, instant
messaging (IM) gained popularity with the launch of services like ICQ in 1996(AOL
acquired in 1998) and AOL Instant Messenger (AIM) in 1997. These platforms
allowed real-time text communication between users.

The late 1990s also saw the emergence of blogs (a truncation of “weblog”) written
in the form of discrete, often informal diary-style text entries (posts). This was facilitated
by the advent of web publishing tools that non-technical users could use. The late
1990s also saw the start of live streaming, with the Internet company “RealNetworks”
developing the first media player capable of live streaming — RealPlayer. On
November 8, 1999, the first-ever presidential webcast was held at George Washington
University in Washington, DC.

The 2000s saw the rise of Web 2.0, which emphasised user-generated content,
interactivity, and collaborations. It also brought social media platforms like Friendster
in 2002, Myspace in 2003, and Facebook in 2004. YouTube brought the live-
streaming industry mainstream. In 2008, YouTube hosted its first live event, YouTube
Live. In 2011, Twitch TV (formerly known as Justin TV) launched a new streaming
platform designed for video games.

Mobile communication and smartphone technology in the 2010s transformed online
communication. With mobile messaging apps like WhatsApp (2009) and WeChat
(2011), online communication became real-time. Instagram (2010) and Snapchat
(2011) platforms’ emphasis on multimedia content changed how people shared
experiences online. In 2013, four satellites were launched into medium Earth orbit
(MEO) to provide Internet access to the “three billion” people without stable Internet
access.

The pandemic of 2020 accelerated the use of video conferencing platforms and
introduced the concept of virtual meetings and remote working using video
conferencing tools like Zoom, Teams, and Meet. Emerging technologies of Virtual
(VR) and Augmented reality (AR) are expected to play a significant role in online
communications.

9.3 COMMUNICATION STYLES IN ONLINE
ENVIRONMENTS

Online Communication styles change based on the context, nature of interaction,
and platform on which communication is attempted. Some of these styles are very
similar to those in real-world communication.

Verbal and Nonverbal: Verbal communication can be oral or written. Oral
communication relies on visual communication and uses platforms like Instagram,
TikTok, and Pinterest, as well as video calls on messaging platforms. Written
communication can be done using messaging apps, Twitter, and discussion forums.




Nonverbal communication in textual online communication is also done through
emoticons, emojis, GIFs, memes, and reaction buttons.

Formal and Informal: While formal follows the rules, informal is casual and relaxed.
Formal is used in academic and professional settings and is common in email
communication, formal messaging, and professional forums. Informal communication
has a conversational tone, includes abbreviations, emojis, etc., and is common in
social media, chats, and blogs.

Synchronous and Asynchronous: Synchronous communication happens through live
chats and video or audio calls and helps in dynamic exchanges and quick decision-
making. Asynchronous communication includes emails and messages where
participants determine their own time to respond based on either geographical and
time separation or for detailed responses.

Broadcast and Narrowcast: Social media platforms and webinars broadcast
information while meeting and collaborating with apps like Google Meet, Messaging
groups, or Slack narrowcast information to select people or teams.

Online communication can be interactive, empathetic, or aggressive, like real-world
communication. Understanding and adapting to different communication styles,
platforms, and community norms can make it effective.

9.4 TOOLS AND PLATFORMS

These digital collaborative tools and platforms enable individuals and teams to work
together irrespective of whether they are separated by geography or time zones.
These can be further subdivided by their functionality, i.e. project management,
document collaboration, etc. The choice of tools or platforms depends on the
individual’s or team’s specific needs and preferences. Some of these platforms and
tools based on functionality are:

Document Collaboration: Google offers a workspace that includes Docs, Sheets,
Slides, and Drive for real-time collaborations on documents, spreadsheets, and
presentations. Similarly, Microsoft offers the Microsoft 365 suite with Word, Excel,
PowerPoint, and OneDrive for document creation and sharing.

File Storage and Sharing: These applications allow individuals and teams to collaborate
on content from anywhere and anytime securely. Microsoft OneDrive, Google Drive,
Dropbox, ProtonDrive, etc., are some of the best cloud-based file storages and
sharing services.

Video Conferencing: These tools allow for virtual meetings in real-time and have
become important tools for online communication and collaboration. Their importance
increased manifold during the pandemic lockdown. Zoom, Microsoft Teams, and
Google Meet allow online meetings, screen sharing, and more.

Communication and Messaging: These platforms integrate team communication and
collaboration. For example, Slack is a cloud-based, free, cross-platform team
communication tool in which teams can communicate through text messages, file
and media sharing, and voice and video calls, both private and workspace
communication. Slack also integrates with other software. Similarly, Microsoft Teams
and Google Workspace integrate various communication and collaboration elements.
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Project Management: This software tool helps business teams organise, track, and
execute projects. It also prevents work duplication and time wasted in searching
for material. Some project management tools available include Asana, Trello, Jira,
Monday, Clickup, etc.
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Screenshot of the Monday project management tool (https://monday.com/)

Besides the above, there are niche platforms and tools, for example, GitHub, a
platform and cloud-based service for software development and version control
that allows software developers to store and manage their code; Salesforce, a
Customer Relationship Management (CRM) platform that helps businesses manage
customer relationships, sales, and support.

9.5 ROLE OF SOCIAL MEDIA

Social media consists of various web-based tools that enable users to distribute
and share new ideas, thoughts, and information in a more interactive and virtual
environment (Esam & Hashim, 2016; Joosten, 2012). With the rapid growth
of mobile technology and mobile phones becoming the primary mode of Internet
access in large parts of the world, social media applications offer an extremely
efficient way to communicate, collaborate and build social networks among their
users. Social Media has played a significant role in altering the online



communication and collaboration landscape. It has been able to do so in the
following ways:

Real-Time Communication: Social media enables real-time communication through
comments, updates, and messaging, which leads to quick information sharing and
responses. Users can share a wide range of content, including text, audio, video,
and more.

Global Connectivity and Collaborative Content Creation: Social Media breaks
geographical barriers and allows individuals and teams to connect across spaces
and time zones. Facebook Groups, Twitter Spaces, etc., are discussion forums of
shared content. This fosters a sense of community of common interests, causes,
goals, and shared knowledge, allowing crowdsourcing ideas and information.

Professional Networking: Platforms like LinkedIn allow professional networking,
allowing individuals to connect with peers and potential collaborators.

Okonkwo and Awad, in their 2023 study “The Role of Social Media in Enhancing
Communication and Collaboration in Business”, highlighted the role of social media
as a vital tool to connect with customers, employees and other stakeholders in
innovative ways, thus becoming an important and effective tool for online
communication and collaboration. They write that social media does this role in the
following ways:

Positive Network Externalities: Network externalities are the advantages derived
from products or services when people using that product or services increase
the value of those products or services for others. For example, the formation of
virtual “environment” communities on social media generates positive network
externalities to its members where the communities communicate and collaborate
with information, ideas, and experiences on a better “environment”, leading to
members even acting like reducing carbon footprint, based on this sharing
towards a better world.

Business Capital Growth: Social media makes it easy to obtain information about
customers and their preferences, competitors, industry trends, and market conditions.
It is also a fast way to collect product feedback and new product concepts before
launching, reducing the risk of failure. In addition, social media increases customer
engagement and loyalty.

In education, Al-Brahmi, Othman, and Yusuf (2015) found that collaborative
learning with the assistance of social media encourages learning and knowledge
sharing among students as social media tools support collaborative activities.
Social media helps establish virtual relationships, allowing students to see diverse
information from multiple sources. Also, social media tools enable users to interact
socially and create interpersonal relationships with peers and their guides, allowing
them to cope with an unfamiliar social environment (Dholakia, 2004; Zhou et
al., 2010).

Hence, social media is a great tool for online communication and collaboration, which
is why it is increasingly integrated with platforms for customer relationship management,
event management, and other related activities.
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Check Your Progress - 1
Note: 1) Use the space below for your answers.
2) Compare your answers with those given at the end of this Unit.

1. What do you mean by online communication and collaboration? What are the
various communication styles online?

2. What are Online Communication and Collaboration Tools, and how are they
subdivided? Answer by giving some examples.

9.6 BENEFITS AND CHALLENGES

The above section shows students the tremendous benefits of online communication
and collaboration. Before discussing the challenges, let us list the benefits again.

Global Connectivity and Real-Time Communications allow individuals and businesses
to connect in real-time and asynchronously, fostering collaborations, increasing flexibility,
and enabling remote work.

Increased Efficiency and Cost Saving: The above speeds up communication and
collaboration, leading to quicker turnaround and decision-making. Remote and flexible
working saves cost on workforce movement, and with an increased talent pool,
enhances production and makes the process efficient.

However, there are various challenges to online communication and collaboration.
Some of them are:

Technical Issues: As online communication and collaboration are mediated by
computers and computer networks, Internet connectivity issues, including Internet
shutdowns, software glitches, and hardware failures, can disrupt them. For example,
a dropped call during video conferencing or a computer crash during remote work
can disrupt team meetings and real-time information sharing.

Security Challenges: Protecting data is always a challenge in online communication
and collaborations as the transactions are done over the Internet, a public computer
network. Securing the data, ensuring it is authentic, and ensuring no man-in-the-
middle attack happens on sensitive data are huge challenges. For example, a story
in Fortune, “Leaked Slack all-hands meeting reveals a ‘strong culture clash’ and a
growing rift with parent company Salesforce” (https:/fortune.com/2023/01/05/leaked-
slack-all-hands-meeting-reveals-a-strong-culture-clash-and-growing-rift-with-parent-

company-salesforce/) is about leaked Slack communication of the company
“Salesforce”. Such stories raise suspicions about security in online communications



and bring a bad name to brands and companies whose internal communications
are leaked in the eyes of customers.

Social Challenges: Mental health is a significant consequence of virtual connections.
For example, studies on young adults show that social media is associated with
increased levels of anxiety, depression, and loneliness due to the pressure to curate
a refined image of oneself online, fostering a culture of comparison and competition.
There is an intense competition for likes and virality of content. This is especially
hard on vulnerable individuals, especially ones with pre-existing mental health
conditions. Online also have issues of Cyberbullying and other cybercrimes which
play out worst for the vulnerable and the minorities.

Communication Misinterpretations: Technologically mediated communication, such
as chats, online messages, and emails, lacks nonverbal cues, which can lead to
misinterpretations.

Digital Fatigue: The abundance of communication channels and online information
leads to information overload and a challenge to filter and prioritise communication
and work. With digital technology allowing connectivity anywhere and anytime, work-
life balance can lead to fatigue and burnout.

Team Dynamics: Overdependence on technology reduces team rapport building and
affects group/company dynamics, affecting team cohesion and team spirit.

Hence, effective communication and collaboration strategies are required, along with
the right technology infrastructure, including online security protocols, to build a
collaborative and inclusive work culture in companies that take advantage of online
communication and collaboration.

9.7 ETHICAL CONSIDERATIONS

There are various ethical considerations in online communications. O’Neill (2022),
writing in her blog, mentions how online technologies have indeed made it easier
to inflict and spread a great variety of harms like being used to distribute pornography,
incite violence, promote anorexia, denigrate others, defraud, and deceive. However,
the link between specific online activities and resulting harms varies depending on
many factors. For example, she mentions how telling the truth in an online community
may benefit many cases but may cause distress in others. She adds that online
communication may harm the vulnerable or the immature; joking, lying, and false
claims can be mistakenly taken as accurate or evidenced, resulting in serious harm.
For example, the case of falsehood, like drinking bleach as a cure for COVID-
19, resulted in serious harm to many people. Hence, according to O’Neill, the
discussion on acceptable and unacceptable online communication must also focus
on norms and standards that online communication respects or flouts. (Note: One
of the ethical considerations in journalism is the minimisation of harm caused to
individuals or communities by the journalist).

Another important ethical consideration is protecting privacy. Digital technologies
make protecting privacy challenging. Due to excessive data generated in digital
interactions and with the Internet as a globally connected medium, it is easier to
obtain, organise, redistribute, link, suppress and sell data linked to personal
information. In the online world, insignificant data about an individual can make her
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identifiable to those with access to other information about the individual. For example,
in online collaborations between organisations and businesses, the privacy of individuals
becomes compromised if the business and organisations’ data security practices
are lax. This is made worse often by minimum consent requirements on digital platforms
for data processing and selling data. O’Neill writes that digital technology has
expanded the ease with which information, including personal, is spread without
informed agreements by users as the consent procedures by platforms, applications,
and websites, due to the lure of data monetisation, fail to put adequate safeguards
to control the leakage of personal information putting individual privacy at risk.

O’Neill then writes about anonymity and power in the online world. Unlike in the
real world, anonymous and pseudonymous actors have transformed the range and
power of anonymity through misinformation, conspiracies, the sale of personal data,
etc.

Ethical considerations in the online world also include plagiarism and copyright
infringement. With a large amount of information, including online research and digital
technology allowing easy copy and paste, concerns about Plagiarism and Copyright
Infringement are relevant ethical issues. Using somebody else’s content and passing
it under a business or organisation name without citing the source is plagiarism. At
the same time, Copyright Infringement happens when an intellectual work is copied,
modified, or distributed without the creator’s permission.

9.8 CASE STUDIES

The following case studies explain how digital technology and the Internet are used
for online communication and collaboration.

Case Study 1: IBM

IBM, or International Business Machines Corporation, is an American multinational
technology corporation headquartered in New York, USA. It is present in over
175 countries and has over 3.5 lac employees worldwide. Its suite of products
includes computer hardware and software as well as hosting and consulting services.
It is also the largest industrial research organisation in the world, with 19 research
facilities across a dozen countries.

In 2020, IBM deployed the workplace chat app Slack to all 350,000 employees
worldwide. Before the company’s formal deployment, the employees and teams
had used the application for over six years.

IBM teams use Slack channels (for example, #development-team) whereby team
members can openly discuss issues while experts from other teams can add inputs
by joining these channels. This is done in the following way, as detailed by Lawless,
a senior software engineer at IBM,

Team channels contain messages from people and system alerts from their
numerous applications. For example, a developer submits a user story in
the source code for review. The system triggers a notification in the team s
Slack channel, letting everyone know the new code is up for review. The
reviewer can then go into the system to review the code directly from that
Slack message.



This online communication and collaboration are much more efficient because before
Slack communication and collaboration were introduced, a developer would need
to find an expert to review the code, then open a one-to-one communication and
wait for the person to respond. With Slack communication, the developer reaches
the desired expert and gets notified of the changes without leaving work or chasing
resources. In addition to internal communication, with a product called “Slack
Connect,” IBM collaborates and connects with external organisations.

Giving examples of popular channels and conversational examples at IBM, Lawless
writes:

# Help services collect notifications to facilitate automated peer code reviews and
alert the team when the request has been approved. Team members use #help-
deployments to get notified of failed deployments as code changes make their way
through test automation. #help-tasks is used to post notifications when there is
a failure in batch processing jobs.

Hence, these channels serve as audit trails, and resolving problems with this history
of process flow is easier and more efficient.

Besides Slack for communication, IBM also uses other Salesforce products, Such
as Sales Cloud, a customer relationship management (CRM) product; Service Cloud
for service delivery teams; and Partner Management for IBM business partners.
As per Quinlan, these optimised solutions, with Watson Al-powered integrations, are
speeding up problem resolution, improving insights, and increasing business
outcomes at IBM.

Case Study 2: Airbnb

Airbnb, Inc., is an American online marketplace based in San Francisco, USA,
for short- and long-term homestays. “Airbnb” is a shortened version of its original
name, “AirBedandBreakfast,” and is the most well-known company for short-
term housing rentals. As of June 2023, it operated in 100,000 cities and towns,
over 220 countries, and over 1.5 billion guests arriving at 4 million hosts. The
online company acts as a broker, and its revenue is based on the commissions
it charges for each booking.

Airbnb has two primary customers: the guests who booked a homestay and
the owners who rented out their properties for this homestay. Airbnb (Note:
An online company) uses customer relationship management (CRM) to establish
a strong connection with the guests. It is not a hotel chain but a platform, so it
does not provide the hosts with a centralised CRM system. It relies on a
combination of third-party tools integrated into its online communication and
collaboration platform that allows hosts to manage their guest relationships
effectively. For example:

Messaging system: A built-in feature that enables hosts to communicate with
guests right from a guest query during and after their stay. Reviews: Allows
guests to leave feedback after a stay, allowing other prospective guests to evaluate
properties. Host and Super host tools: Include price tips, availability calendars,
and messaging templates to help hosts manage their listings. Super hosts
(exceptional hosts) receive a badge on their profile, increased visibility,
and exclusive features. Third-party CRM: Hosts can use their own CRM
from
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Salesforce, Zoho, etc, which is integrated with Airbnb CRM and provides
advanced analytics for enhancing guest experience. Airbnb CRM software can
help hosts track and analyse their guests’ behaviour, from data history of booking,
preferences, and feedback, helping them decide on renting their properties.

This way, Airbnb, a platform-based delivery of short- and long-term homestays,
uses online communication and collaboration and will attain a revenue of US$8.40
billion in 2022.

Case Study 3: Online collaborative learning

Education is one of the best examples of online communication and collaboration,
and the Internet has revolutionised them. When the COVID-19 pandemic hit
the world, online communication and collaboration allowed students not to miss
education and life to continue. From using message apps like WhatsApp/
Telegram/Signal and email to communicate and share class links and timetables
to using video conferencing apps like Zoom/Google Meet/Microsoft Teams
to conduct online classes.

This trend has been around for some time now. As Tapscott (2008) stated, in
education research, the net generations converge on a learner-focused pedagogy
model based on collaboration rather than traditional teacher-focused pedagogical
approaches. For example, social networking sites provide users with new ways
to access, socialise, communicate, and co-create with other users on those
sites. These web-based tools serve as a critical mechanism for
communication and collaboration among students (Al-Khalifa & Garcia, 2013)
and thus also promote the feedback process as a significant part of
collaborative learning (Ricoy & Feliz, 2016).

Lock and Redmond (2021) did a study on the affordance of online
communication and collaboration technology, which has provided a forum for
preservice and practising teachers and educators to engage in an authentic
discourse where multiple perspectives can be shared. Quoting Fowler & Mayes
(1999), who identified the shift in learning from ‘what’ students learn to ‘who’
they learn from, they felt that the online environment provides a rich learning
space where students can learn with and from each other. They felt that in an
online collaborative learning space, the student is active rather than passive
... Itis the individual learner’s interpretation and processing of what is received
through the senses that creates knowledge (Ally, 2008).

Ally further goes on to list the advantages of online learning and
collaboration, i.e.

No time zones and location or distance limitations; Asynchronous allows online
material to be accessed anytime while synchronous allows for real-time
interaction between students and instructors; Use of the Internet to access up-
to-date and relevant learning material and sharing it with fellow students;
Multiplexing of learning with jobs can contextualise learning; Tutors can be
tutoring for anytime, anywhere while online material updated in real-time as
well guide students to appropriate reading material based on needs and Online
learning systems can be tailored to individual learners, their expertise and learning
outcomes.




Check Your Progress - 2
Note: 1) Use the space below for your answers.
2) Compare your answers with those given at the end of this Unit.

1. How has social media changed online communication and collaboration?

9.9 LET US SUM UP

Communication is the information exchange process between individuals through a
common agreed system of symbols, signs, or behaviour; online communication is
the process of communication over a computer network. In today’s context, the
term is understood as communication over the Internet.

Collaboration is a situation where two or more people working together create or
achieve the same objective; online collaboration refers to them working over the
Internet using various tools and platforms.

Digital technologies foster faster and real-time connectivity, increase efficiency, and
enhance innovation. They do so in Global Connectivity and Knowledge Sharing,
Efficiency and Speed, leading to Cost Savings and Enhanced Productivity, Flexibility
and Remote Work, and Networking and Relationship Building.

Online communication can be traced back to computer and communication network
technology developments. It all started with the ARPANET by the US Department
of Defence, which laid the foundation for the Internet. The 2000s saw the rise of
Web 2.0, which emphasised user-generated content (UGC), interactivity, and
collaborations. Social media platforms like Facebook emerged in 2004. Emerging
technologies of Virtual (VR) and Augmented reality (AR) are expected to play a
significant role in online communications.

Digital collaborative tools and platforms enable individuals and teams to work together
regardless of whether they are separated by geography or time zones. Their
functionality can be subdivided into Document Collaboration, File Storage and Sharing,
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Video Conferencing, Communication and Messaging, and Project Management. The
choice of tools depends on the specific needs and preferences of the individuals or
teams using them.

Social media consists of various web-based tools that enable users to distribute
and share new ideas, thoughts, and information in a more interactive and virtual
environment. Social Media has significantly altered online communication and
collaboration through Real-Time Communication, Global Connectivity, Collaborative
Content Creation, and Professional Networking.

The benefits of online communication and collaboration include global connectivity,
real-time communication for individuals and businesses, increased efficiency, and
cost savings. Challenges include Technical Issues, Security Challenges,
Communication Misinterpretations, Digital Fatigue, and Team Dynamics. Besides
the benefits and challenges, there are various ethical considerations. Online
technologies have made it easier to inflict and spread a great variety of harm,
especially against the vulnerable or the immature, with joking, lying, and false claims
mistakenly taken as accurate or evidenced. There is the problem of protecting
privacy with excessive data generated in digital interactions and the Internet being
an easier medium to obtain, organise, redistribute, link, suppress and sell data
linked to personal information.

9.10 KEYWORDS

Cyberbullying : Is sending, posting, or sharing negative,
harmful, false, or mean content about someone
else over digital devices. It can also include
personal or private information about someone
else that causes embarrassment or humiliation
to the person.

Fair Use : Fair use is a branch of copyright law relating
to reusing and reproducing copyrighted
material. For a work to be considered fair use,
it must meet several conditions. The four main
determining factors are the Purpose and
character of the use, the Nature of the
copyrighted work, the Amount and
substantiality of the portion reused, and the
effect of the use upon the potential market.

Man-in-the-Middle Attack : This is a term in cryptography and computer
security. A man-in-the-middle attack is a
cyberattack in which the attacker secretly
inserts themselves between two parties who
believe they are directly communicating. The
inserted person then relays and possibly alters
the communications between the parties.

Social Networking refers to using social media
sites to stay connected with friends, family,
colleagues, or customers. Social networking



can have a social purpose, a business purpose,
or both.

UGC : User-generated or User-Created Content is

any form of content, such as text, images,
photos, videos, audio, etc., posted or uploaded
to social media platforms or the web.
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9.12 CHECK YOUR PROGRESS: POSSIBLE

ANSWERS

Check Your Progress - 1

1.

Online communication and collaboration are the process of communication
and working over a computer network. In today’s context, it is
understood as online communication using various tools and platforms.
Communication styles online are very similar to the ones in real-world
communication. Online communication can be interactive, empathetic, or
aggressive, like real-world communication. One can be formal and
informal, verbal, and non-verbal, synchronous, and asynchronous, and
one’s messages can be broadcast or broadcast online.

Online Communication and Collaboration Tools are digital tools and platforms
that enable individuals and teams to work together irrespective of whether they
are separated by geography or time zones. These are normally subdivided by
their functionality, i.e. document collaboration, file storage and sharing, video
conferencing, messaging, and project management; the choice of tools or platforms
depends on the specific needs and preferences of the individuals or teams using
them. For example, Microsoft 365 suite offers Word, Excel, PowerPoint, and
OneDrive for document creation and sharing; Zoom, Microsoft Teams and
Google Meet allow for online meetings and screen sharing, while project
management tools include Asana, Trello, Jira, Monday and Click.

Check Your Progress - 2

1.

Social Media has played a significant role in altering the online communication
and collaboration landscape. This has happened as social media enables sharing
a wide range of content, including text, audio, and video, in real time through
comments, updates and messaging, which leads to quick information sharing
and responses. Besides this, social media breaks down geographical barriers
and allows individuals and teams to connect across spaces and time zones,
fostering a sense of community of common interests, causes, goals, and shared
knowledge. Then, professional networking platforms allow individuals to connect
with peers and potential collaborators.

Social media in education helps establish virtual relationships, allowing students
to see diverse information from multiple sources. It also enables its users to
interact socially and create interpersonal relationships with peers and their guides,
allowing them to cope with an unfamiliar social environment.

Besides the various benefits of online communication and collaboration, individuals,
and organisations face challenges. The biggest challenge is technical issues related
to devices and networks. As a computer and a computer network use hardware
and corresponding software, any breakdown or glitch in either one, including
the network which connects these computers, could disrupt the process. To
add to the technical challenges are the security challenges as processing and
storing data in a digital format and communication using a public network like
the Internet exposes individuals and organisations to threat actors who wish to
harm an individual or the reputation of an organisation, including harming financially
due to data theft.



As virtual connections transcend space and time, online connections could be
a social challenge if individuals cannot balance work and home lives. Online
also have issues of Cyberbullying and other cybercrimes which play out worst
for the vulnerable and the minorities.

Then, there are issues in virtual communication and work, such as communication
misinterpretations, digital fatigue, and lack of team rapport and dynamics.

Virtual communications, in which the communicator is anonymous, bring their
share of ethical considerations. The link between specific online activities and
resulting harms varies depending on many factors. In the real world, people
have a chance for clarifications in communication, which becomes tenuous as
the people communicating cannot be seen, and hence, verbal cues are absent.
So, a joke online can get misinterpreted as a serious comment, leading to trust
issues. Online communication may harm the vulnerable or the immature.

Another important ethical consideration in online shopping is protecting privacy.
As digital technologies generate much data without ethics, it is easier to leave
unsecured personal data on local or network drives, which can then be obtained,
organised, and sold by threat actors. In the online world, insignificant data about
an individual can make her identifiable to those with access to other information
about the individual.

Besides, the above two considerations involving plagiarism and copyright
infringement are ethical considerations for online communication and collaboration.
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